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1.3

1.4

1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Purpose

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 19.1.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide
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Purpose

2. Purpose

OBDX 19.1 provides interface for Chatbot module, integrated with Oracle Digital Assistant (ODA)
out of the box. It provides end users a chat interface to interact with the bank. Transactions like
balance enquiry, fund transfers to payees, enquiring about banking products and details of
ATM/Branches can be achieved through chat. This document provides steps to setup OBDX
chatbot module with ODA. The prerequisites include —

e ODA setup

e  Facebook credentials (optional)
Home
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3. Topology

Stores session information (DIGX_CB_SESSION)
Stores JWT, JSESSIONID, OBDX userid, first & last login details

OBDX Custom Webhook
Mobile

App <

Webhook as exposed
by IBCS

Intelligent Bot Cloud Ichatbot - ngrok (as component)

Service (IBCS)

Chat Client
(F; )

Ichatbot - ngrok

OBDX App Server (REST)
JWT Asserter

I'digx

Senfls JWT to fetch JSESSION

Invokes FB Rest to show ‘typing' message
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‘Weblogic Server

Ichatbot —

Topology

D

Asserts J'Nl"lo populate javax_security. auth. Subject
1
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Facebook Configurations

4. Facebook Configurations

Create a Facebook account for the Bank

1. Login to Facebook with credentials.
2. Create a new page
€ C | @ Secure | hitps//www.facebook.com, ot Q [ -] o
O o Pages +Create a Page Sugge ‘“Mu‘w o
e =
S o |
3. Navigate to developer link and create an application as shown below
“« C . " facebaok, * o (-] O
faceboak for developers Products  Does  Tools&Support  News  Videss e My Apps * WY
. [+ aranenno |

. Oigx-Collaboration

. OAMApplication & . 0BOX Dev
@ g 1D 150450718651 419 @ App 10 1120255724746583

osoxsot - 0
App 1D 108121892 1982568

4, Navigate to dashboard page and note the app secret
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B oot

Dashboard

Settings

Facebook Login
Messenger
Webhooks

+ Add Product

B osoxsat

Dashboard

Settngs

App Review

Facebook Login

Messenger

Webhooks

+ Aga Product

ttps://developersfacebook.com,

APP ID: 1081218921982568 * View Analytics

Dashboard

OBDXBot

AP Version App 1D
V28 1081218921982568
App Secret

781e5dd5b5d2feb2cle 181314697040 Reset

o Introducing Messenger As an Ad Destination

Facebook Analytics

Set up Analytics

i m

Facebook Login

Active Login Users  Trend

— n

Facebook Configurations

Navigate to Messenger > Settings page from left panel and in token generation section

select the page created previously. Note the page access token.

Increase Traffic to Messenger m

Get started

Check

Token Generation

oRox = YCZL 552 b0dDRMOYTSLGGGSROF

Webhooks Eanevants

enis | Selocta Page ¢

App Review for Messenaer

In the webhook section select the events
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Facebook Configurations

€ - © |8 Securs | hutps/jdaveloparsfacabaok.com/apps /1081218921 982568 /messenger

Edit Page Subscnption Fields

# messages ¥ massaging_posibacks # messaging opting

+ message_deliverios + mossage_roods + mussaging_payments

P R p— + massaging. sccount_inking

# messaging refosrals. « massage_achos

7. Navigate to Webhook > Edit Subscription

Edit Page Subscription

Callback URL

narck

ety Token

Token that Facebook wil echo back 1o you as part of callback URL verification.

Cancr | Remore suscronn

itpsy/cevelopers facebook.com/apps/ 108121892 1982568/ webhooks/&

8. Add the ODA URL here.

ODA URL should be available on the internet for Facebook to get access. This URL is
obtained from below screen in ODA. The verify token is also obtained here.
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€ ' C | ® Notsecure | dncp-in-ofss-10-180-56-183:

ORACLE' Mobile Cloud Enterprise

Facebook Configurations

Validate

General  Channels  Component Services

+ Chann:

Jo-
X
® s
F system_Bot Test
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Channei Type
@ ° Page Access Token

@ " Aop Secret

y Token

Webhook URL

Session Expiration (minutes

Channel Enabled

Reset Sessions

Facebook Messenger

Reset

Reset

JUUYALIUKTGPds Reset

MII9BVIAGIZD

12://bots-connectors=B0D0/ connectors/y /lenants/Sc62a414-e2d0-451d-b6a2-8ca3b9c09 160/ isteners/facebook/ channels/SFEAS2D2-AASS 4398 B1E5-0102T8TAS ST

60 v Default

| @
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ODA Configurations

4.1 ODA Configurations

1. Login to ODA and import the OBDX bot shipped with OBDX installer. This is a zip
(OBDX191.zip) file obtained in the installer in OBDX _ Installer/installables/chatbot/config
directory. Import this by clicking the “Import Bot” on ODA dashboard.

ORACLE Digital Assistant @

Welcome to Oracle Digital Assistant!

Explore a Skill

Most Recent

ORACLE intellgent Service e )

ne® ae® n
o® - nae® - - (1] - [ F] -
2. Click on the OBDX Bot
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ODA Configurations

X
o B
€ | e Senorn
3. Update the Page access token and App Secret created previously in Facebook console.
4, Navigate to Webhook and enter the OBDX URL here. The OBDX setup and the ODA
setup must be accessible over Internet.
ORACLE' Digital Assistant y o
< Skills » OBDX18.3_Cluster v s &
@ | oo
«
i § o
u [}
N I
6
o]
>
5. Add username/password (in HTTP Basic authorization) of any user with Administrators

role which can be used to login in OBDX Weblogic server.

Chatbot Configuration Guide 12



OBDX Server Configurations

6. Configure confidence threshold (generally 0.5) as shown below

oo | @ Once | Q coirs | B 2ot @ 0e % + 8 x
* o0o0O0@eeEO W
o B bos {0 groe [ Semigupasands. [ Usieg dtemstne s @) Custom e [ Pusswonationsge. g Isamo W B rate senes pooce. (B Protecing snd i

= ORACLE Digit t : @

< Skills * OBDX luster - e @ Tn

.............

4.2 OBDX Server Configurations
Ensure that below applications are running on OBDX server
e com.ofss.digx.infra.channel

e com.ofss.digx.chatbot

iTaaa[aaaaaaas

In chatbot.properties in com.ofss.digx.chatbot.ear > com.ofss.digx.chatbot.jar, enter the base
URL of the OBDX server where DIGX application is running.

Note: Enter the Weblogic port. If using OHS, that should not be patched with Webgate

Chatbot Configuration Guide 13
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OBDX Server Configurations

If the server needs proxy to connect to internet, enter proxy details here else leave them blank.
This call is required for the chatbot to display the typing.. icon in chat. The connection is directly
from OBDX Chatbot application to Facebook. The access token of the Facebook page is also
required here (which is generated on Facebook console in step 3e).

B
Local bk s Commands Sessin Options Bemaote Help 2
BB & 3 symcheonze Bl P | 12 i Cueue + | Transter Sestings Default - -
& p . o I _ . .
2 4 b o) § i 3
g o ¢ Add B To  Test e Delet i Infer VirusScan Comment  SFX
h B | [ comatesigachatbotar - 2P achive,unpacked sz 38,48 byt
1
Ve Sw Pached Te Mo anca
File fier

d File ok
Packed | i

|
2
!‘ o ox
3 T E——
e i e T
i ::;:ﬁ::rr’li;‘:l;=mz|SMFGvoGw\?CTE.B\LF%IF\NMW\SM!
Redeploy the ear after above changes.
Verification Steps
1. Check if OBDX server Chatbot application is running and accessible over the component
URL given to ODA. Open a browser and enter the URL as entered in ODA component

services.
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OBDX Server Configurations

€ © [ secue | hpr/a169602ngrokso

*Suppartedactions”s |

“Juppartedactions”s (]

“name”| “checkLogin®,
“properties’i {

*Supportedactions”s []

2. Login to ODA and click OBDXBot > Test

€ C | ® dhep-in-ofss-10-180-56-183:608 oU/3F5T6CA1-DABS-43B4-9A24-65561939E9E

ORACLE" Mobile Cloud Enterprise

Validate

4 Descption

ATMBranchLocator %
ATMBranchLocator n

Balance X Description

CustomerCare Hi Marisa 1!

BxitChat x
13m ZigBank Bot. ready to help you with
for your banking tasks. You can talk to
me in a friendly manner or choase the
‘options. Just type Help me'if you need
10 know the options.

Onlinepening

. Examples

FAQ-Product

Gratitude X . a How can | help you today?

. ) ter your example utters

HowTa-penin x

ouTe-Opening branch near me

Payment x branches in goregaon Please provide your Mobile Number.
Can you tell me ATM nearest o me

Transactions x
Locate branch

Welcome x
show me ATM near to me

tell me branch at goregaon
Which ATM is near me

» ISON

faccount batancd Send

Enquire about account balance

1. Login to Facebook > Navigate to the page and click > Send message
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OBDX Server Configurations

€« C | @ Secure | https;//www.facebook.com/ZigBank-16 7381057035/ ?ref=aymt_homepage_pane
Page Inbox @ Notifications Insights Publishing Tools Settings Help +
b Liked > 3\ Following w4 Share

So0 Al Page Tis 7
Visual posts improve engagement

(0] e isin " - soonse ’ 1

’ 13 es

ZigBank

ZigBank
Create Page @Usemame
13100005
Home >
See Pages Feed
Posts ;
Photos
Community See
snop
34 Invite your riends to ke s Page
Videos s 13 people ke s
Events This Week N 13 people folow this
Avout T
13 L |
Communtty 0 . 10f2 ; " §econds
-
Manage Promotions B @ Pomrorrees o -
“% Reach even more people m nda
A D
Posts Frvacy Toms Acvrsing- A4
. 2ZigBank upaa: v
1 WEN a1 - e

2. Click Get Started in the chat window > You should receive welcome message from ODA

3.  Enquire about account balance > OTP should be received on the registered email address
of the party in core banking

Welcome Back Obdx NI Flease provide your Mobile
Humbar

How can | help you today?

9288246
Just typa 'Help me’ if you
}. need to know the optians

To verify your details, we
have sent One Time

account balance Pazsword on your mabile
AP
I Pleasa provida your Mobila . Pleaze enter the password
. Mumber fErE

Home
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OBDX Server Configurations

5. Custom Webhook Configuration in ODA

1. In order to set up a channel apart from facebook, you need to add a custom webhook
2. Navigate to botsui bot's add webhook form.

3. Fill form with you details, in "Outgoing Webhook URI" field put: https://bots-
samples-dev:8889/ext/apps/chat/bots/channel_id/messages and hit create
button. Please note that bots-samples-dev is an internal identifer pointing to the
samples server within bots. If you host your own chatserver with the webhook
endpoint, please use it instead.

4. Replace "channel_id" in "Outgoing Webhook URI" field with last parameter in url
from "Webhook URL" field.

ORACLE Digital Assistant ? c

Channels

ORACLE' Digital Asslstant o

Channels

Chatbot Configuration Guide 17
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OBDX Server Configurations

5. Open ‘Admin UI' (e.g http://ODA host:8888/ext/apps/chat/admin/) and create new
channel with "Secret Key" and "Webhook URL" from web hook form in bots Ul.

*« 00 oOReesd -
v @ o vowin [ g e A Coom B . W . [l O ® '

Home
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Define the Interaction Model

6. Alexa Skill (Zig Bank) Configuration

Creating an Alexa skill called ZigBank along with a Webhook channel lets you chat with a specific
bot.

Add the skill information

Set up a developer account in the Amazon Developer Portal.
1. Open the Amazon Developer Console.

2. Click on ‘Create Skill’

< C | @ Secure | https://developer.amazon.com/a.. ¥r ®@ B 3 OB B

alexa developer console

*** Make Money with Your Alexa Skills ***

On May

Welcome to the new Alexa Skills Kit Developer Console
Curious about what's new? \Wat
Skills Earnings Payments

Alexa Skills

3. Enter ZigBot (or any name that you want to use to invoke this skill) as the Invocation
Name.
6.1 Define the Interaction Model
1. Next, add the CommandBot intent, which sends a voice text to the configured bot. Copy

and Paste following intent schema into the Developer Console’s JSON Editor and then
click on ‘Save Model’

{

"interactionModel": {
"languageModel": {
"invocationName": "zigbank",
"intents": [

{

"name": "CommandBot",

Chatbot Configuration Guide 19
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Define the Interaction Model

"slots": [
{
"name": "command",
"type": "CUSTOM_SLOT"

"name": "amount",
"type": "AMAZON.NUMBER"

"name": "payee",
"type": "AMAZON.Person"

"name": "CURRENCY",
"type": "CURRENCY_LIST"
}
1
"samples": [
"{amount} {CURRENCY}",
"{command}",
"account ending with {command}",
"anything {command}",
"do something {command}"

"name": "AMAZON.StopIntent",
"samples": [

"ok bye"
]

"name": "AMAZON.NavigateHomelntent",
"samples": []
}
I
"types": [
{
"name": "CUSTOM_SLOT",
"values": [
{
"name":
"value": "0012",
"synonyms": [
"zero zero one two"
]
}
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I
{

"name": {
"value": "0045",
"synonyms": [

"zero zero four five"
]
}
I
{

"name": {

"value": "VODAFONE 4G",
"synonyms": [
"vodafone"

]
}
b
{
"name": {
"value": "AIRTEL",
"synonyms": [
"AIRTEL BROADBAND",
"bharti airtel"
]
}
hi,
{
"name": {
"value": "RELIANCE",
"synonyms": [
"REL"
]
}
}
]
Ty
{
"name": "CURRENCY_LIST",
"values": [
{
"name":
"value": "GBP",
"synonyms": [
"gbp"
]
}
I
{

Chatbot Configuration Guide
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Define the Interaction Model

"name": {
"value": "EURO",
"synonyms": [
"euro"

B saveModel K Build Model

cusTom

JSON Editor

2L Interaction Model - £ the schema definition for i
Invocation
Drag and drop a json fils

~ Intents (3) 4]

v CommandBiot
command

amount

payee
|

CURRENCY 9 {

~ Buite-in Intents (2) "
AMAZON Stoplintent
AMAZON NavigateHomelrtent
~ Slot Types (4) +]
CUSTOM_SLOT
CLIRRENCY_LIST
AMAZON NUMBER

AMAZON Persan

JSON Editor

[ intertaces ) S ———
“samples®: []
aperamazon.comiaesaosolelai i fomanc S R

2. Click on ‘Build Model’
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Define the Interaction Model

| @ English (US) v. I B save Modet X Buitd Model

cusToM
Invocation

L2 Interaction Model

Invocation

v Intents (3) © add

es’, Lsers can say

I User: Alexa, ask daily horoscopes for the horoscope for Gemini

+ CommandBot

command
Skill Invocation Name
amount

B @ B 5

payee ‘ figbank

CURRENCY

®

~ Built-In Intents (2)
AMAZON Stoplntent @ Invocation name requirements
AMAZON NavigateHomelntent - o o »

~ Slot Types (4) O Ad

CUSTOM_SLOT
CURRENCY_LIST

AMAZON NUMBER

B @B B &

AMAZON.Person

JSON Editor

B interfaces

3. Also note down the alexa skill id, we will need it in next step.

Skill ID

amznl.ask.skill.21b18d23-da3f-417d-94ea-
127b879b417h
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Create a Webhook channel

6.2 Create a Webhook channel

1. In the Bot Builder, create a webhook channel for your bot. In the Create Channel dialog,
enter the outgoing Webhook URL as https://bots-samples-nodejs:8889/ext/apps/alexa-
singleBot/singleBotWebhook/messages. This URL is where your bot will send its
responses back to the Alexa ZigBot skill.

1) dep Overvien % V[ obavioeesasens. x V& tox x

« C | @ Notsacurs | afs310686:00 er@d@eNODETO0O@OBE O

@ Plattorm Version

@ " Outgeing Webhask URI

Session Expiration (minutes]

........ w @

= ORACLE Mobile Cloud Enterprise )

P General Channels  Agent Integrations Q&A Routing Config
- Reset Sessions
- | ® ses . .,
© o i W
& e’ b . Channel Type  Webhook
‘@ i syem BotTest @ PlatformVersion 1.1 (Conversation Modal)
2 @ " Outgoing Webhook URI
% Secret Key SXIQACGD5ItwRkd 1 luybW2YM2NISD Reset
E v Default
2. Keep the Secret Key and Webhook URL close by because you need to add them to
the app.js file. Also, remember to set the amazon skill id (created in previous steps). For

example:
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Create a Webhook channel

var metadata = {
allowConfigUpdate: true,
waitForMoreResponsesMs: 200,
amzn_appld: "amznl.ask.skill.21b18d23-da3f-417d-94ea-127b879b41fb",
channelSecretKey: 'SX3fQdCGD5t3tuRkd 1luybW2YMzjNI60',
channelUrl: 'http://bots-connectors:8000/connectors/vl/tenants/chatbot-
tenant/listeners/webhook/channels/D4C08B5B-26CC-40CA-877C-6C1AA618763E'

b
app.js file is located at BOTS_HOME/samples/nodejs/build/apps/alexa-singleBot/app.js

const alexa = require("alexa-app");
const _ = require(“underscore");

const express = require( 'express');

const bodyParser = require('body-parser');

const PubSub = require( ‘pubsub-js');

const Joi = require(’joi');

const MessageModel = require(’../bots-js-utils/lib/messageModel/MessageModel.js')(Joi);
const messageModelUtil = require(’../bots-js-utils/lib/messageModel/messageModelUtil.qs");
const botUtil = require(’../bots-js-utils/lib/util/botlitil.js');

const webhookUtil = require(’../bots-js-utils/lib/webhook/webhookUtil.js");

PubSub.immediateExceptions = true;

module.exports = function() {
wvar self = this;

//replace these settings to point to your webhook channel
var metadata = {

allowConfigUpdate: true, //set to false to turn off REST endpoint of allowing update of metadata

waitForMoreResponsesMs: 288, //milliseconds to wait for additional webhook responses
amzn_appld: "amznl.ask.skill.21b18d23-da3f-417d-94ea-127b879b41fb",
channelSecretKey: 'SX3fQdCGD5t3tuRkd1IuybW2YMzjN16o",
channelUrl: "http://bots-connectors:8808/connectors/vl/tenants/chatbot-tenant/listeners/webhook/channels/DACB8B5B-26CC-40CA-877C-6C1AA618763E"

this.randomIntInc = function(low, high) {
return Math.floor(Math.random() * (high - low + 1) + low);

I
this.setConfig = function(config) {
metadata = _.extend(metadata, _.pick(config, _.keys(metadata)));
¥
3. You can also edit the welcome message in the app.js.

alexa_app.launch(function (alexa_req, alexa_res) {
var session = alexa_req.getSession();
session.set("startTime", Date.now());

alexa_res.say("Welcome to Zig Bank. How may I help you?");
alexa_res.shouldEndSession(false);

1);
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4.

To pass accessToken to the OBDX Chatbot endpoint,
app.js (Optional)

cratch/obdwuser/bots_homefinstall-bots/samples/nodejs/build/appsfalexa-singleBot/app.js - obdxuser@ofss310685 - Editor - WinSCP

Create a Webhook channel

add these additional properties in

E] ]

var alexa_app =

B & 88 & | Encoding - [1Color- & | @

new alexa.app("app”);

alexa_app.intent("CommandBot”, {},
function(alexa_req, alexa_res) {

var command = alexa_req.slot("command");
var session = alexa_req.getSession();
var userld = session.get("userId”);
Ter_accessTol
IF (fuserld) {

//userId = session.details.userId;

userId = session.details.user.userId;

if (luserTd) {

userId = self.randonIntInc(1006808, 9999999).toString();

sess1on.detalls.user.accessloken; add t

session.set("userId”, userId);
3
alexa_res.shouldEndSession(false);
if (metadata.channelUrl && metadata.channelSecretKey & userId && command) {
const userIdTopic = userId
var_respondedToAlexa = false
Var additionalProperties = {

"profile”: {
“clientType”: "alexa”,
“channelType": "voice”

“accessToken": accessToken // add this line

Var SendToATExE = FURCTION(resoIve, Teject) 1
if (IrespondedToAlexa) {
respondedToAlexa = true;
logger.info( Prepare to send to Alexa');
//alexa_res.send();
resolve();

Restart the bots-samples-nodejs container.
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6.3 Conf

1.
2.

3.

4.

Configure the Endpoint

igure the Endpoint
Choose HTTPS

Enter the HTTPS ngrok URL for port 8888 that's appended with ext/apps/alexa-
singleBot/alexa/app. For example: https://<ngrok URL for port 8888>/ext/apps/alexa-
singleBot/alexa/app

Select SSL Certificate. Choose ‘My development endpoint is a sub-domain of a
domain that has a wildcard certificate from a certificate authority’.

Save Endpoint
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6.3.1 Testing the singleBot Skill in the Amazon Developer Console

To test the skill,

enter the following utterance in the Service Simulator

ask zigbank

For each utterance, the Service Simulator window displays the response.
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Configure the Endpoint

- u B2 skuyo [ Device Display ] Device Log
----- or J5ON Voice &
Welcome to 2ig Bank. How may | help you? o
)
Skill 1/0
ask zigbank
Welcome to Zig Bank. How may | help you?

6.3.2 Testing ZigBot on an Echo Device

If your Echo device is logged to the same user account that accesses the Developer Console, then the
ZigBot skill will enabled in your Amazon Echo. Try out the same utterances, but start each one with
"Alexa ask zibo..." If Alexa can't understand you, or your Echo's light ring is turned off, start over by

saying, "Alexa ask zibo..." For example:

"Alexa ask zibo to show my balances"

==> "ssml": "<speak>For which account do you want your balance... </speak>"

"Alexa stop" or "stop" to end the interaction

If Alexa continually misunderstands you, take a look at the bots-samples-nodejs log to see which of your

commands were picked up by Alexa and sent to the bot and which weren't. (docker logs <container id of

bots-samples-nodejs>)

Note: Alexa might have trouble with some interactions, like following a web link or saying a
number. Alexa spells out numbers (22 becomes twenty-two), which might be problematic if your
bot is expecting a cardinal number. Also, Alexa won't wait for a result when web services are
slow. When this happens, Alexa will state that your skill takes too long to respond.
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6.3.3 Configure Account Linking

Account linking lets you connect the identity of the user with a user’s account in OBDX system.

Click on Account Linking

Select Auth Code Grant

Enter Authorization URL https://<ngrok URL of OHS server port>/ digx-auth/oauth2/authz
Enter Access Token URL https://<ngrok URL of OHS for port>/ digx-auth/v1/token

Enter client ID and client secret

Select Credentials in request body

Add Scope OBDXVoiceAstServer.SC02 and OBDXVoiceAstServer.SC05(SC02 is default
scope in case if no scopes are externally added.)

8. Click Save

N o g s~ w NP

6.3.4 Translation Services

New Translation Service

+ Opticnal HTTP Headers

In case input language to chatbot is other than english, configure translation services as shown
above.
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